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>YIICrSecurity anu you:
Stop. Think. Connect.
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STOP. THINK. CONNECT."



https://multimedia.telos.com/assets/sites/6/2015/10/TGIF-10-02-15-700x469.jpg
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Keep security software current
Automate software updates

Protect all devices that connect to the Internet
Plug & scan
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rpersonal information




rotecLyour oniine imormation

Secure your accounts

Make passwords long and strong
Unique account, unique password ‘I’g‘f;;;::;;;%?é%iﬁéi%‘ .
Write it down and keep it safe

Own your online presence
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care







Nise
Stay current

Think before you act
Back it up




FASSWOr

How secure are yours?

t/a




From



https://userimages.ittoolbox.com/blogs/1813/75925/m_42ee201d-ee1d-4e4b-b53c-5b2c9b343bb6.jpg

YOU KNOW YOUR
EMAIL PASSWORD?

THAT'S A UNIQUE
PASSWORD, RIGHT?



https://blog.toggl.com/computer-security-guide/
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http://marvelmadness-cory.blogspot.com/2011/05/heimdall.html
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CREATE A PASSLWORD
THAT S AT LEAST sxx
CHARACTERS LONG

WITH A MIX OF

LETTERS AND NUMBERS. l

Coal: SCOTTADAMS S ADL COM

Q oW ABOUT )( UH . NO
12‘47

LETTERS AND
NUMBERS AND AT
LEAST SIX CHARAC-
TERS LONG! !., oy

€ 2004 Scoll Adama, Ing, et by

IT HAS TO INCLUDE
LETTERS AND BE AT
LEAST SIX CHARALC-
TERS LONG.
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A minimum length: 8 characters

Include uppercase and lowercase Ietters
Use at least one number
Use at least one special character




m;;uum Greation
HoNE, M B svigisoy DO N_OT USE

Moy DATE

Birthdates
pre Children’s names
Sports teams
Words on password blacklists



https://jokideo.com/honey-whats-the-password-cartoon/

HJJSLJJJ IJ ACKIISIS

1.123456

lists of passwords that are g

4. qwerty

too easily cracked

6.123456789
7. letme in

passwords on these lists are @57
not secure T



https://sdncommunications.com/blog/trust-no-one-is-good-security-advice-but-a-bad-password

Sorry, but your password
must contain an uppercase
letter, a number, a '
hieroglyph, a feather
from a hawk and
the blood of a

unicem.



https://www.smarthomeblog.net/secure-gadgets-iot-botnets/
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Random password generator

RoboForm

Secure memorable password
generator

Secure password generator



https://www.random.org/passwords/
https://www.roboform.com/password-generator
https://xkpasswd.net/s/
https://passwordsgenerator.net/

"asspirases

INSieall o1

DASSWOrS

—, A o~ p_— o~
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IS THE
NEW
PASSWORD

Take the first letter of each
word

The quick brown fox jumps
over the lazy dog
Tqbfjotld

Add number and a random
character

8Tqbfiotlda



https://medium.com/@toritxtornado/training-your-users-to-use-passphrases-2a42fd69e141
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https://www.yoti.com/blog/introducing-yoti-password-manager/
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DashLane
KeePass
LastPass
LogMeOnce

Roboform
Stickypassword

TrueKey


https://www.dashlane.com/
https://keepass.info/
https://lastpass.com/
https://www.logmeonce.com/
https://www.roboform.com/
https://www.stickypassword.com/
https://www.truekey.com/

HllW SECURE IS MY PASSW[IRD"
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Your password would be

INSTANTLY




= = EERRFEANF PR ERAFAR NN REFERAAFRR IR ER R D ED ~ . i
O O L L T L L L L L L L L L L L L L L L L L L L T L L L L L L  n  nnn n n On g O T L

SECURE IS MY PASSWORD?

It would take a computer about

38 BILLION YEARS

to crack your password




The Password Meter The Password Meter

actian T , - action °®

FIND OUT NOW HAN AM;, | REDSHIFT? FIND OUT NOW

Test Your Password Minimum Reguirements Minimum Requirements

Password: [ S

* Minimum & characters in length
s dontains 3/4 of the following items:

5 ]

* Minimum 8 characters in length
» Contains 3/4 of the following items:
-~ Uppercase Letters
- Lowercase Letters
= Numbers
- Symbols

Hide:

Score:

Symbols

Complé Very Strong

Ad Type Rate Type Rate Co
@ Mumber of Characters Flat +(n*q) @ Number of Characters Flat +(n*4) ﬂ ‘
@ Uppercase Letters Cond/Incr | +{{len-n)*2) © Uppercase Letters Cond/Incr | +((len-n)*2) F .
@ Lowercase Letters Cond/Incr [ +{(len-n)*2) @ Lowercase Letters Cond/Incr | +((len-n)*2) I .
@ Numbers Cond +(n*g) Cond +(n*4) l -
@ symbols Flat +{n*&) “t +(n"6) l -
@ Middle Numbers or Symbols Flat +{n*2) Flat +(n*2) E '
@ Requirements Flat +(n*z2)

AV

Deductions

‘ U s Flat +(n*2)

@ Letters Only () Letters Only
@ Numbers Only Flat -n © Numbers Only Flat -n
(1) Repeat Characters (Case Comp = N = -
Insensitive) - an.sp:r\.:itg:')r.ﬁ.n Sy s
@ Consecutive Uppercase Latters Flat -{n*2) @ Consecutive Uppercase Letters Flat =(n*2) m
() Consecutive Lowercase Letters Flat -(n*2) (J) Consecutive Lowercase Letters Flat -(n*2) u
() Consecutive Numbers Flat -(n*2) @ Consecutive Numbers Flat -(n*2)
- -
@ Sequential Letters (3+) Flat (n*3) © Sequential Letters (3+) Flat ~(n*3) -
- -
@ Sequential Humbers (3+) Flat (n*3) @ sSequential Numbers (3+) Flat -(n*3) -

@ Sequential Symbaols (3+)

@ Sequential Symbols (3+) Flat -(n*=3)

Legend

@ Exceptional: Exceeds minimum standards. Additional bonuses are applied.

@ Exceptional: Exceeds minimum standards. Additional bonuses are applied.
@ sufficient: Meets minimum standards. Additional bonuses are applied.
() Warning: Advisory against employing bad practices. Overall score is reduced.
@ Failure: Does not meet the minimum standards. Overall score is reduced.

@ sufficient: Meets minimum standards. Additional bonuses are applied.

() Warning: Advisory against employing bad practices. Overall score is reduced.

@ Failure: Does not meet the minimum standards. Overall score is reducad.
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Not jUSt for breakfast anymore






http://www.cookedmedia.co.za/email-spam/

sham -

respond to spam

click to unsubscribe (unless it's legitimate email,
from a store or website you know is real)

open any attachment unless it is expected and
from someone you know and trust

If you do reply

you confirm for the spammers that it is a live,
active email address

then they can intensify their efforts at targeting
for their (nefarious) pu



http://infostructure.net/news/tag/email-marketing/

Train your spam filter
Remember to unsubscribe
Employ alternative email addresses

Download third-party extensions and an email client
(if you're not already using one)

Protect your email address
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PIISHING
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ishing..

1 SEND FAKE BDANKTING
E-MAILS TS GLALIBLE
EXECUTIVES THENW I
FIMD CUT THEIR

icar Ciupsdisner,

The is o han k. Wi forpal vour
o0 1Bl scunny bt Gid e ond.
Why dent’L you ol thss Ly us

I HAVE A
MELJ HOBGY.
ITS CALLED

B e i ad e

MATION AMND LSE
IT TO STEAL THE
MONEY THEY DONT [

ey

~ncerely,

Lk Barker 1Y
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£
i
z
h
™
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https://www.pacific.net/images/phishingcartoon.gif

What is phlshlng?

J IJ |J Attack

Used to steal user data
Login credentials
Credit card numbers

How does it work?

Attacker masquerades as a
trusted entity

Victim is duped into opening an
email, instant message, or text
message
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Delete email and text messages that ask you to confirm or provide
personal information
Don't reply to suspect messages
Don't click on links provided in suspect messages
Prevent images from automatically downloading in emails
Don't call numbers from suspect messages

nstead, call the number on your statement or back of credit card to
verif




S1CII510
auoiil
pIISHING
allACKS

v 3

N

Use trusted security software (McAvee,
AVG, Sophos, etc.)

Don't email personal or financial information

Only provide personal or financial info
through an organization's website that you
type in the URL to reach

Review credit card and bank account
statements for unauthorized charges

Be cautious about opening attachments and
Ing fi m emal




From: First Generic Bank <accounts@firstgenericbank.com>
Subject: Please update your account information
Date: Sep 12, 2006 3:23 PM PST

Dear First Generic Bank user,

As a courtesy to our valued customers, First Generic Bank conducts
regular account information verification processes. During the most
recent process, we found that we could not verify your information.

In order to ensure your account information is not made vulnerable,
please visit http://www.firstgenericbank.com.account-updateinfo.com.

Please click on the above link to our Web site and confirm or update
your account information. If you do not do this within 48 hours of
receipt of this e-mail, you will not be able to use your First Generic
Bank account for 30 days. This is an extra precaution we take to
ensure your account remains secure.

Sincerely,

First Generic Bank



From: First Generic Bank <accounts@firstgenericbank.com>
Subject: Please update your account information
Date: Sep 12, 2006 3:23 PM PST

Generic greetin
: _ PFirst Generic Bank user
“https” . : : Forged link
N > http://www.firstgenericbank.com.account-updateinfo.com <% E
ersonal inf . . _ Sense of urgency
o i — P your account information within 48 hours«<g- ad '
Generic sender

P First Generic Bank
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CONFIRM RECEIPT — Junk

FORD FOUNDATION <br-4192@rupallbank.org> July 7, 2018 at 5:04 PM
Reply-To: FORD FOUNDATION <grant@ford-foundations.org>

; Td=google.com; s=arc-20160816;
b= Ozl201qLI5$XOSwn56NIOAIkaM3pNNP5quM/IQZgoEtTDV7LO+pWLeQkaky53I
wzmX13lliINNoQfQYGoOw590rDfb0SJ3UjinyGADO2YmMYnt14qGdOw/WFXTKN4EaqYTc
QYKXM/jS5uyd2zrhql/oTNrKRBO8NuylkwYekGORT8yHledx+ZvHpgwk2gal jilgOdgS5UI
4XLvseCmdJKIFEPbbXKN7xGUTfxpq3EQeXbcD1C5+PuGMMaS4BbKekMdkeK9k1SapkJP
BrsFk21MsPLQo/bOn/w3B7IdUSjU/CMBPGTpYLPIFJDfPblwYY9S+bvQbSKPjndWa6CMz
9a9Q==
X-Received: by 2002:a63:1546:: with SMTP id 6-v6mr13853232pgv.271.1530997452429;
Sat, 07 Jul 2018 14:04:12 -0700 (PDT)
Return-Path: <br-4192@rupalibank.org>
Arc-Authentication-Results: i=1; mx.google.com; dkim=pass header.i=@rupalibank.org
header.s=26AF833E-4A7B-11E7-A968-8C3134E3C993 header.b="kBy6Zwi/"; spf=pass
(google.com: domain of br-4192@rupalibank.org designates 202.191.120.236 as permitted
sender) smtp.mailfrom=br-4192@rupalibank.org; dmarc=pass (p=NONE sp=NONE
dis=NONE) header.from=rupalibank.org
Dkim-Filter: OpenDKIM Filter v2.10.3 mail.rupalibank.org BAF3ASE941E
X-Originating-Ip: [10.99.80.80]
X-Google-Smtp-Source: AAOMgpd+z8B+n7Kb+0YNfTc7/3BPsaWIJo4uZO1xsBOAyf8n+l/
74mOEHP6¢cSGDDJEV1bS+SFLIp
Mime-Version: 1.0
X-Virus-Scanned: amavisd-new at rupalibank.org
Authentication-Results: mx.google.com; dkim=pass header.i=@rupalibank.org
header.s=26AF833E-4A7B-11E7-A968-8C3134E3C993 header.b="kBy6Zwi/"; spf=pass
(google.com: domain of br-4192@rupalibank.org designates 202.191.120.236 as permitted
sender) smtp.mailfrom=br-4192@rupalibank.org; dmarc=pass (p=NONE sp=NONE

The email header information of a suspicious message can reveal a forged return address and other
details. The New York Times




WEB SERVICES

Dear Employee,

A recent security synchronization for your Mailbox has failed. Kindly proceed to the manual sync portal to synchronize your mailbox immediately.

It 1s important you proceed to sync your mailbox to prevent functionality issues.
stk sk et stk ok s eokok sk ok ok sk ookl ok

Regards.

Web Central.
Technology Department.
E-post.



WEB SERVICES

Deall Employee,

A recent security synchronization for your Mailbox has failed. Kindly proceed to the manual sync portal to synchronize your mailbox immediately.

It 1s important you proceed to sync your mailbox to prevent functionality issues.
stk sk et stk ok s eokok sk ok ok sk ookl ok

Technology Department.
E-post.




Subject:Important Message
Date:Mon, 7 Dec 2015 19:54:41 +0000 (UTC)

From:Lehigh University Alert <slowmotions12@comcast.net>

You have two security messages

Kindly sing in to view

Sign In
Lehigh University




Subject:Important Message
Date:Mon, 7 Dec 2015 19:54:41 +0000 (UTC)

From:Lehigh University Alert <slowmotions12@comcast.net>

You have two security messages

Kindlto view

Sign In

Lehigh University
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Google KN

Gmail ~ B 9-

Important: Your Password will expire in 1 day(s) Inbox X

MyUniversity 12:18 PM (50 minutes ago)

fome =

Dear network user,

This email is meant to inform you that your MyUniversity network password
will expire in 24 hours.
Please follow the link below to update your password

iversi ren |

Thank you
MyUniversity Network Security Staff
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MyUniversity 12:18 PM (50 minutes ago)

fome «

Dear

network user,

This emaljli inform you that your MyUniversity network password

will expirle in 24 hours|

Please follow the link below to update your password

niversi ren |

\ WY

( ; ; ) Thank you

)

MyUniversity Network Security Staff
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From: University Help Desk [mailtonoreply@its.edu]
"""""""""""""""""""""""""""""""""""" Sent: Thursday, May 27, 2010 4:55 PM |
Subject: Error Code #984455N.
Importance: High

- q [ R Rt R,
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

....................................................... Attention: Staff/Student, |

------------------------------------------------------- We are currently carrying out scheduled maintenance, upgrade of our |
webmail service and we are changing our mailhost server as a result vour
original password will be reset. We are sorry for any inconvenience
caused.To complete and validate your University Webmail Account,upgrade,
you must reply to this email immediately and provide the information
requested below: |
EEEEEEE R Rk Rk kX
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, CONFIRM YOUR EMAIL IDENTITY NOW
University Email Address: ...............
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr Login ID/ Usemame: ................ |
Email Password: ................
"""""""""""""""""""""""""""""""""""" Re-type Password : ................. |

""""""""""""""""""""""""""""""""""" Failure to do this will immediately render your Email Address deactivated |
from the University Email database. Reply to:
(helpdesk01@mail2webmaster.com)

Thank you for being a part of the upgrading exercise.
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From University Help Desk [maxlto:nor lyv@its.edu |
""""""""""""""""""""""""""""""""""" Sent: Thursday, May 27, 2010 4:55 PM |

Subject: Error Code #984455N.
Importance: High

....................................................... Attentionf| Staff/Student, |

------------------------------------------------------- We are currently carrying out scheduled mainten{ |, upgrade of our |
webmail service and we are changing our mailhoy  ver as a result vour
original password will be reset. We are sorry for{ |ncorgrerrer
caused.To complete and validate vour University|  [bma
"""""""""""""""""""""""""""""""""""" you must reply to this emul immediately Imd pro| | the Infonnatien
requested below:
- xx
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, CONFIRM YOUR EMAIL IDENTITY NOV
University Email Address: ...............
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr Login ID/ Usemame: ................ |
Email Password: ................

"""""""""""""""""""""""""""""""""""" Re-type Password : ................. Y, '

I i it IIITI I

"""""""""""""" Failure to do this will immediately render your E Address deactivated
from the University Email database. Reply to:
(helpdesk01@mail2webmaster.com)

Thank you for being a part of the upgrading exercise.



known as web beacons

can be malicious
secretly send a message back to the sender

Fll’fj[: ]
iInformation sent back is used to locate active email addresses
can also contain harmful codes to bypass spam filters

prevent web beacons from doing harm
adjust email settings to prevent pictures from downloading until




— e ——— i = - -
AR RN N R R R R R R R N RN R RN R N R R R AR NN RN RN RN R R RN NN R RN RN R R R N NN NN R RN R RN R RN RN RN RN RN N RN RN R NN R NN RN NN R RN RN NN RN RN AR RN RN TRT]

- - EERNFEANF PR ERAFAR AN REFEEAAFRR LR ER DD ED — . |

N T ln s e ol e
(IR LR R R R NN NN RN RN AR R AR RN RN RN IRR]]










NEARLY

90%

OF ALL PAGE LOADS
CONTAIN TRACKERS

“The Tracker Tax" -
Ghostery report 2018




AVERAGE PAGE LOAD TIME
WITH vs. WITHOUT TRACKERS

MORE THAN

2X SLOWER

WHEN NO TRACKERS
All trackers blocked BLOCKED




SECONDS TO LOAD A WEBSITE
WITH vs. WITHOUT TRACKERS

I 126
cracked.com
- REE

e, 074
chron.com
I 99

e 909
nypost.com
Y s

88.1
emagcom I BB Al trackers blocked
I 129 Bl No trackers blocked




— o ) o - -
R LR LN N RN R R R LN N R R RN R NN R R R R NN RN R RN R R RN NN N RN R R RN NN R RN RN RN R RN R RN RN RN RN RN NN R RN RN NN RN R RN LR LR N RN R RN R RN R RN TR RN RN RITRR]]

- - -

EERRFEARFFRERAFAR AN REFEEA

AFYRPIFRERRFERED ~

T -
[LTLLIITNTT]]

© YulID Y ™M
- O[D]OFE

_'

e tungs

Accou I

Log Out

Lifehacker Today's featured




Consider dlsablmg location- -tagging
on your phone and in the apps you

use

Use wireless networks

See location In applications (such as
Maps) using wireless networks

Use GPS satellites
When locating, accurate to street level

Will collect anonymous data
while using GPS, Data
transmission charges ==

apply.

Passwords

Visible passwords
Show password as you type

Device administration
Select device administrators
A =

\-ﬁ
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2012-02-01 13.24.18,jpg, ... Properties

Property
Description

Title

Subject

Rating

Tags

Comments

Origin
Authors
Date taken 7/19/2011 10:01PM - 2/...
Program name 2.2.2
Date acquired
Copyright

Image
Image ID
Dimensions 1456 x 2592
1456 pixels
2592 pixels

elala i 2N

Re p nd Personal Information

o ]| cone
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Be selective with friend requests
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If it = on the
Intemet, it
i=n t private.



https://www.igmena.org/resizeCrop/resizeCrop.php?src=../userfiles/images/privacy cartoon.jpg&w=368&h=&wl=&hl=&wp=&hp

-_Jl')‘:j (1] Tape over all your webcams (when not in use)
1 j 11 'r i Bj nstall tracker blockers on your browser

Use ad blockers
youp, . .
Choose a private search engine as your

i1'EIE' 1] default

114 [ 1111+ & Select private browser sessions
- — _ Use different browsers for different things

Disable location services

Say ‘no” to always on voice assistants




YOU SEEM MUCH NICER THAN
YOUR FACEBOOK PAGE



http://2.bp.blogspot.com/-FYeayy2jS5U/UX-HOvVWjwI/AAAAAAAABBw/SgNsoUGCwaI/s1600/cartoon_nicer_than_facebook.jpg



http://historybud.com/wp-content/uploads/2013/06/nsa-spying.jpg
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http://communicrossings.com/files/security/img/info-600.jpeg
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PUBLIC OPINION & KNOWLEDGE ON PRIVACY
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PEOPLE ACCEPT THAT DISCLOSURE OF PERSONAL INFORMATION S
‘A FACT OF MODERN LIFE’
‘60% ‘45% ‘40% 32%

40% OF 25-34 YEAR OLDS REGARD THEIR
PERSONAL INFORMATION AS A COMMODITY
TO BE TRADED WITH COMPANIES IN EXCHANGE
FOR FREE SERVICES OR BETTER BENEFITS.
(35% OF OTHER AGE GROUPS THINK THE SAME.)

OF US ADULTS BELIEVE COMPANIES OF US ADULTS FEEL THAT THEY HAVE OF US ADULTS SAY THEY OF US ADULTS ALWAYS CONSIDER
SHOULD ONLY BE ABLE TO TRACK LITTLE OR NO CONTROL OVER THE UNDERSTAND HOW TO PROTECT A COMPANY'S PRIVACY POLICIES
THEIR ONLINE ACTIVITIES AFTER THEY PERSONAL INFORMATION THEIR ONLINE PRIVACY WHEN CHOOSING WHICH
HAVE SPECIFICALLY GIVEN COMPANIES GATHER WHILE THEY WEBSITES TO VISIT OR ONLINE
PERMISSION TO DO SO ARE ONLINE SERVICES TO USE
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Frienﬂs oF Friénds

Whoa, Mr. Anthony liked my
picture! If he can see that, I'd
better be careful what I post.



https://www.pixton.com/schools/teacher-resources/lesson-plans/privacy-online

Why does this free music site want my
credit card information? That’s weird...



https://www.pixton.com/schools/teacher-resources/lesson-plans/privacy-online
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Read Privacy Policies

It's okay if I post this,
because it's private.

Have you read the privacy
policy for that site? It's not
what you think it is.



https://www.pixton.com/schools/teacher-resources/lesson-plans/privacy-online
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http://internetprivacymyth.weebly.com/uploads/1/5/1/3/15136022/3226216_orig.gif?0
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Avoid apps that leak
your information

Use anti-virus

— T

Beware
untrusted apps

PROTECT
YOUR PRIVACY

Erase all apps before
you recycle

Clear out
unused apps

Protect
your device

pp®

Asia Pacific Privacy Authorities

www.privacyawarenessweek.org
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Cybersecurity
Passwords
Spam
Phishing
Privacy
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Denise A. Garofalo
denise.garofalo@msmc.edu

http://www.mastiduniya.com/wp-content/uploads/2016/03/thanks-to-all-of-you-pics.jpg
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