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Cybersecurity and you:
Stop. Think. Connect.



https://www.nitrd.gov/images/cybersecurity.jpg



From https://multimedia.telos.com/assets/sites/6/2015/10/TGIF-10-02-15-700x469.jpg
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Keep a Clean Machine

https://www.pchelpsoft.com/wp-content/uploads/2015/07/clean-2.jpg



Remember to….

• Keep security software current 

• Automate software updates 

• Protect all devices that connect to the Internet 

• Plug & scan 

http://blog.protectmyid.com/wp-content/uploads/2012/11/shutterstock_78032146.jpg



Protect your personal information

https://securethoughts.com/wp-content/uploads/2015/09/shutterstock_115174897.jpg



Protect your online information
• Secure your accounts 

• Make passwords long and strong 

• Unique account, unique password 

• Write it down and keep it safe 

• Own your online presence 



Connect with care

https://www.pinterest.com/pin/296463587944414141/



Connect with care
• When in doubt, throw it out 

• Get savvy about Wi-Fi 

hotspots 

• Protect your $$  

http://smartsonsite.com/images/Office% 20Stress% 2078.jpg



Be wise 
•Stay current

•Think before you act

•Back it up

http://images.clipartpanda.com/wise-owl-pictures-c3-owl.png



Passwords
How secure are yours?



From https://userimages.ittoolbox.com/blogs/1813/75925/m_42ee201d-ee1d-4e4b-b53c-5b2c9b343bb6.jpg

https://userimages.ittoolbox.com/blogs/1813/75925/m_42ee201d-ee1d-4e4b-b53c-5b2c9b343bb6.jpg


F
ro

m
 h

ttp
s:

//b
lo

g.
to

gg
l.c

om
/c

om
pu

te
r-

se
cu

rit
y-

gu
id

e/

https://blog.toggl.com/computer-security-guide/


Supply your password to enter….

From http://marvelmadness-cory.blogspot.com/2011/05/heimdall.html

http://marvelmadness-cory.blogspot.com/2011/05/heimdall.html




Create a secure password

•A minimum length: 8 characters 

•Include uppercase and lowercase letters 

•Use at least one number

•Use at least one special character



Password creation
•DO NOT USE

•Birthdates

•Children’s names

•Sports teams 

•Words on password blacklists
From https://jokideo.com/honey-whats-the-password-cartoon/

https://jokideo.com/honey-whats-the-password-cartoon/


Password blacklists 

•lists of passwords that are 

too easily cracked 

•passwords on these lists are 

not secure 
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https://sdncommunications.com/blog/trust-no-one-is-good-security-advice-but-a-bad-password


Password generators

From https://www.smarthomeblog.net/secure-gadgets-iot-botnets/

https://www.smarthomeblog.net/secure-gadgets-iot-botnets/


Password 

generators

• Random password generator   
https://www.random.org/passwords/

• RoboForm
https://www.roboform.com/password
-generator

• Secure memorable password 
generator 
https://xkpasswd.net/s/

• Secure password generator   
https://passwordsgenerator.net/

https://www.random.org/passwords/
https://www.roboform.com/password-generator
https://xkpasswd.net/s/
https://passwordsgenerator.net/


Passphrases

instead of 

passwords

• Take the first letter of each 

word 

• The quick brown fox jumps 

over the lazy dog

•Tqbfjotld

• Add number and a random 

character

•8Tqbfjotld&
From https://medium.com/@toritxtornado/training-your-users-to-use-passphrases-2a42fd69e141

https://medium.com/@toritxtornado/training-your-users-to-use-passphrases-2a42fd69e141


Password managers

From https://www.yoti.com/blog/introducing-yoti-password-manager/

https://www.yoti.com/blog/introducing-yoti-password-manager/


Password 

managers

• DashLane https://www.dashlane.com/

• KeePass   https://keepass.info/

• LastPass https://lastpass.com/

• LogMeOnce
https://www.logmeonce.com/

• Roboform https://www.roboform.com/

• Stickypassword
https://www.stickypassword.com/

• TrueKey https://www.truekey.com/

https://www.dashlane.com/
https://keepass.info/
https://lastpass.com/
https://www.logmeonce.com/
https://www.roboform.com/
https://www.stickypassword.com/
https://www.truekey.com/


How secure is YOUR password?

https://howsecureismypassword.net/







http://www.passwordmeter.com/



Spam
Not just for breakfast anymore



From http://www.cookedmedia.co.za/email-spam/

http://www.cookedmedia.co.za/email-spam/


Spam 

email

• Do not
• respond to spam

• click to unsubscribe (unless it’s legitimate email, 

from a store or website you know is real)

• open any attachment unless it is expected and 

from someone you know and trust 

• If you do reply
• you confirm for the spammers that it is a live, 

active email address

• then they can intensify their efforts at targeting 

you for their (nefarious) purposes
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http://infostructure.net/news/tag/email-marketing/


Get a handle on spam
• Train your spam filter

• Remember to unsubscribe

• Employ alternative email addresses

• Download third-party extensions and an email client 

(if you’re not already using one)

• Protect your email address





Phishing



Phishing…..

From https://www.pacific.net/images/phishingcartoon.gif

https://www.pacific.net/images/phishingcartoon.gif


No phishing 

allowed

• What is phishing?
•Attack

•Used to steal user data
• Login credentials

• Credit card numbers

• How does it work?
•Attacker masquerades as a 
trusted entity

•Victim is duped into opening an 
email, instant message, or text 
messagehttp://www.uidaho.edu/~/media/UIdaho-Responsive/Images/Infrastructure/ITS/Departments/Security/phishing03_web.ashx



Foil phishing attacks
• Delete email and text messages that ask you to confirm or provide 

personal information 

• Don’t reply to suspect messages

• Don’t click on links provided in suspect messages

• Prevent images from automatically downloading in emails

• Don’t call numbers from suspect messages

• Instead, call the number on your statement or back of credit card  to 

verify
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Steps to 

avoid 

phishing 

attacks

• Use trusted security software (McAvee, 

AVG, Sophos, etc.)

• Don't email personal or financial information

• Only provide personal or financial info 

through an organization's website that you

type in the URL to reach

• Review credit card and bank account 

statements for unauthorized charges

• Be cautious about opening attachments and 

downloading files from emails







Identifying phishing emails
•Company

•Spelling and grammar

•No mention of account information

•Deadlines

•Links 

http://thewindowsclub.thewindowsclubco.netdna-cdn.com/wp-content/uploads/2011/06/phishing.jpg



Common phishing tactics
•Your account has 

issues

•Personal information 

issues, including theft

•Confirming recent 

transactions

http://cdn.makeuseof.com/wp-content/uploads/2011/12/detect_phishing_intro.jpg?187d39

https://www.hackread.com/wp-content/uploads/2015/07/5-mil-bitstamp-bitcoins-hacked-phishing-attack.gif























Images within email messages
• known as web beacons

• can be malicious

• secretly send a message back to the sender

• information sent back is used to locate active email addresses

• can also contain harmful codes to bypass spam filters

• prevent web beacons from doing harm

• adjust email settings to prevent pictures from downloading until 

you've had a chance to review the message 



Privacy













Consider changing your privacy 

settings on social media websites 

and apps 



Consider disabling location-tagging 

on your phone and in the apps you 

use



Consider scrubbing your photos you 

add to social media



Social media safety
•Be selective with friend requests

•Click links with caution

•Be careful about what you share



From https://www.igmena.org/resizeCrop/resizeCrop.php?src=../userfiles/images/privacy%20cartoon.jpg&w=368&h=&wl=&hl=&wp=&hp=  

https://www.igmena.org/resizeCrop/resizeCrop.php?src=../userfiles/images/privacy cartoon.jpg&w=368&h=&wl=&hl=&wp=&hp


Tips to 

protect 

your 

privacy on 

the Internet

• Tape over all your webcams (when not in use)

• Install tracker blockers on your browser

• Use ad blockers

• Choose a private search engine as your 

default

• Select private browser sessions

• Use different browsers for different things

• Disable location services

• Say “no” to always on voice assistants



From http://2.bp.blogspot.com/-FYeayy2jS5U/UX-HOvVWjwI/AAAAAAAABBw/SgNsoUGCwaI/s1600/cartoon_nicer_than_facebook.jpg
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From http://historybud.com/wp-content/uploads/2013/06/nsa-spying.jpg
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From http://communicrossings.com/files/security/img/info-600.jpeg

http://communicrossings.com/files/security/img/info-600.jpeg


From University of California at Riverdale





From https://www.pixton.com/schools/teacher-resources/lesson-plans/privacy-online

https://www.pixton.com/schools/teacher-resources/lesson-plans/privacy-online


From https://www.pixton.com/schools/teacher-resources/lesson-plans/privacy-online

https://www.pixton.com/schools/teacher-resources/lesson-plans/privacy-online


From https://www.pixton.com/schools/teacher-resources/lesson-plans/privacy-online

https://www.pixton.com/schools/teacher-resources/lesson-plans/privacy-online


From http://internetprivacymyth.weebly.com/uploads/1/5/1/3/15136022/3226216_orig.gif?0
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